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Within any organization, to minimize errors, 
misstatements and fraud, a system of good 
internal controls is necessary. Part of that system 
should include access to third party reports and 
certifications issued by external auditors for a 
customer’s vendors and service providers. Service 
providers should be willing to stand behind their 
promises of security, confidential, integrity and 
access by providing these reports. These reports 
are a complementary part of the customer’s overall 
assessment of their compliance requirements, 
including financial reporting controls. 

To help customers, and potential customers, meet 
compliance requirements, Oracle NetSuite issues 
several independent, third-party audited reports 
and certifications that describe the design and 
operating effectiveness of customer-impacting 
controls in place within NetSuite. Where such 
reports are not available, or where disclosure of 
the information in such reports would present 
a potential security conflict in the release of the 
information, Oracle NetSuite endeavors to issue 
certificates, attestations of compliance, and/or 
point customers to our registration of compliance 
on government and industry authority websites 
and registration lists. Customers are able to 
gain access to these reports and certificates by 
submitting a request to their account manager.  

Grab a seat and enjoy.
Read Time: 5 minutes
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The reports will typically include:

• A well-defined scope, including what applications 
and/or modules are included or not included in 
the report.

• For in-scope systems, controls that cover the 
system development life cycle (SDLC)/change 
management, logical access and security, data 
back-ups and restoration, system availability and 
uptime, and customer data access controls.

The NetSuite application provides default audit 
trails across a wide range of internal control over 
financial reporting—(ICFR) relevant financial and 
configuration management records in NetSuite. 
These audit trails may further be augmented 
by custom controls, such as saved searches 
and reports, email alerts, workflows and scripts. 
However, because these custom augmented audit 
controls are highly configurable and dependent on 
data input, which is directly and soley within the 
customer’s control, they are not covered by the 
NetSuite audit reports. These include master data 
management and transaction history, user access 
administration (for each user customer’s NetSuite 
instance) and IT Application Controls (including 
scripts and workflows), which are customized by 
the customer.
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Currently, NetSuite’s available reports/certifications 
include, but are not limited to:

• Audited financial statements/SEC filings – On 
November 7, 2016, Oracle Corporation (NYSE: 
ORCL) completed the acquisition of NetSuite, the 
very first cloud company. As a publicly-traded 
company, audited financial statements/SEC filings 
are required and available for investors to analyze 
how Oracle as a business is fairing. These reports 
assist customers and prospects in determining its 
comfort with the viability of Oracle as a business 
and to assess its capabilities as a reliable cloud 
service provider that can sustain its business for 
the long term.

• ISO 27001 Certification – As a cloud service 
provider serving both domestic and international 
customers, NetSuite certifies against ISO 27001, 
an internationally respected and recognized 
Information Security Management System 
(ISMS) standard, which allows NetSuite to 
externalize its controls over security, confidentiality 
and availability.

• AICPA SSAE 18 Type II/IAASB ISAE 3402 (SOC1) – 
As a publicly traded company, Oracle understands 
the importance auditors place on IT General 
Controls reliance during financial reporting audits. 
A strong reliance approach can greatly reduce 
a customer’s substantive testing requirements, 
which eases the burden for businesses being 
audited. Many of NetSuite’s customers are publicly 
traded, and as such are governed by SOX and SEC 
reporting requirements. In support of customers’ 
financial audit requirements, NetSuite issues an 
independently-audited SOC 1 Type 2 report twice 
a year which covers the IT general controls within 
NetSuite’s control and outside of its customers.

• Service Organization Control 2 Type II (SOC2) – 
NetSuite’s responsibilities as a data custodian on 
behalf of its customers goes beyond support of 
internal controls over financial reporting. NetSuite 
customers must also be able to evaluate NetSuite’s 
controls as they relate to security, availability 
and confidentiality. In support of this, NetSuite 
also issues a SOC 2 report covering the security, 
availability and confidentiality principles. 
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• Payment Card Industry Data Security Standard 
(PCI-DSS) – NetSuite’s ERP and ecommerce 
applications allow customers to process (through 
integrated gateways), transmit and store credit card 
data. Consequently, NetSuite is required to maintain 
PCI DSS certification as a Level 1 Service Provider, 
which must be externally validated at least annually 
by a Qualified Service Assessor (QSA).

• PA-DSS – NetSuite can provide secure payment 
applications to customer who wish to build this 
into their service. To ensure that NetSuite does not 
store prohibited data, such as full magnetic stripe, 
CVV2 or PIN data, NetSuite maintains QSA-certified 
Payment Application Data Security Standard 
(PA-DSS) certification ensuring NetSuite payment 
applications support compliance with the PCI DSS.

• Privacy Certifications – Oracle Corporate 
(Oracle EMEA Ltd) has obtained EU/EEA-wide 
authorization from the European data protection 
authorities for its Binding Corporate Rules for 
Processors (“BCR-p”). This helps customers address 
their privacy and security requirements under the 
EU General Data Protection Regulation (GDPR) 
and other European data protection laws and 
regulations in the EU/EEA, the UK and Switzerland 
(“European Data Protection Law”). See the Privacy 
Code for Processing Personal Information of 
Customer Individuals (Oracle Processor Code). 
Oracle NetSuite provides Product Feature 
Guidance documents that describe how the service 
functionality is designed to assist customers with 
their EU GDPR requirements. 

Oracle NetSuite has extended the ISO 27001 
Information Security Management System to 
include the ISO 27018 control set, demonstrating 
protection and adequacy for processing Personal 
Information as a Public Cloud Hosting Provider. 
Oracle NetSuite performs reviews and annual 
audits, conducts privacy risk management and 
oversees remediations, has a third-party vendor 

management program to ensure that the 
suppliers adhere to the privacy regulations, 
oversees privacy by design in technology and 
processes, and is committed to maintaining and 
improving its privacy information management 
and data protection programs.

Each of these reports cover different compliance 
and operational requirements relevant to 
customers running their businesses in today’s 
highly technology-focused SaaS environment. 
Customers are responsible for understanding their 
business risks and objectives, including how they 
currently use the different NetSuite applications, 
in order to determine which of the NetSuite 
reports are appropriate and applicable. The 
customer’s control environment cannot be 
understood by looking at technology in isolation, 
but only through understanding the interactions 
between people, processes and technology in a 
specific business environment.

When looking at these reports, in addition to 
knowing and understanding the business risks, it 
is also important to understand what each report 
covers. NetSuite has many applications and 
locations, and frequently acquires companies. Not 
all of these applications, locations or acquisitions 
may be covered by the report or certification.

Therefore, it is important to understand the scope 
of each report and how it relates to the customer’s 
systems and business environment. For example, a 
SOC 2 report may be more applicable to a privately-
listed company, as opposed to a SOC 1 report which 
mainly focuses on controls relevant to financial 
reporting. If the customer is publicly listed but is 
using OpenAir, it is important to note that this is a 
separate application and has its own SOC 1 report.

The scoped-in and scoped-out applications are 
stated within each report, and users should be sure 
to review them.
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NetSuite currently operates geographically distinct 
data centers across North America, Europe 
and Asia Pacific. NetSuite maintains contracts 
with colocation cloud hosting providers for 
classic data centers. In parallel to its classic data 
centers, NetSuite has also placed its production 
infrastructure in Oracle Cloud Infrastructure (OCI).  
In conjunction with reading NetSuite’s SOC 1 or 
SOC 2 report, customers should also review these 
third-party SOC 1 compliance reports as it relates 
to their business. Any relevant third-party service is 
mentioned in the reports, clearly defined as out-
of-scope for the report but may be relevant to the 
overall control environment consideration.

Organizations must also look at the control 
objectives, principles and the criteria covered by 
each report and, depending on their business risks, 
processes and application usage, determine 
what complementary IT controls they need to 
implement to fully address their risks. Customers 
need to evaluate and understand where the lines of 
responsibilities are drawn. NetSuite’s certifications 
do not equate to a customer’s certification. The 
fact that NetSuite is certified against a standard 
or has a clean audit report, simply enables 
customers to attain a similar certification or clean 
report, as long as they implement proper and 
appropriate complementary controls within their 

own environments. For example, although the 
NetSuite application is PCI-DSS certified, this does 
not mean that customers who use it are also PCI-
DSS certified. Such customers still bear the full 
responsibility of the PCI-DSS on their environment, 
and how they access the NetSuite service.

The scope of the SOC 1 is especially important 
to understand. This is a highly customizable 
report. Companies have power over what control 
objectives are covered, aside from specifying the 
applications that are in scope.

It is important to understand 
that even with a cloud 
provider, there will always 
remain elements of internal 
control that are within the 
responsibility of the customer. It 
is the customer’s business, and 
ultimately their responsibility to 
properly mitigate their risks. 
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A SOC 1 report may completely disregard 
the control objectives surrounding change 
management (how application changes and new 
features are developed, tested and released). Or 
a company can choose to cover only how change 
management is authorized but leave out how it is 
tested or released. Even with everything included, 
having sound IT general controls would still require 
a properly designed internal control over business 
processes. A clean, unqualified SOC 1 report simply 
means that customers may rely on the in-scope 
controls, which usually results in a decrease in the 
level of substantive or IT application controls (ITAC) 
testing that will be performed by user’s auditors 
to provide reasonable assurance over the user 
entities’ financial statements. However, this will not 
eliminate said testing.

A retail store will have a very different business 
model and business risk from a security firm. 
However, both can be using NetSuite. Although 
there are controls that would come from NetSuite, 
each of these businesses would need to design 
their own controls in order to fully address their 
business risk. The retail store may need additional 
controls over their inventory, or the security firm 
may need greater controls around their data.

Overview of Responsibilities

Area
NetSuite

Customer
SOC 1 SOC 2 ISO 27001 PCI-DSS/PA-DSS

ITGC – Change Management ✓ ✓ ✓ ✓ ✓

ITGC – Logical Access ✓ ✓ ✓ ✓ ✓

ITGC – Network and DB (back-end) Security ✓ ✓ ✓ ✓ x

ITGC – Back-up and Restoration ✓ x x x ✓

ITGC – BCP/Disaster Recovery x ✓ ✓ x ✓

ITGC – System Uptime and Availability ✓ x x x x
ITGC – Customer Authentication Requirements 
(access to customer NetSuite instance/customer database) ✓ x x x ✓

Business Process – IT Application Controls x x x x ✓

The specifics are highly dependent on the business 
risk and how each firm decides to use the 
NetSuite service.

Further details, tips and recommendations on the 
various audit trails, system notes, search and reporting 
capabilities can be found in the Help documentation 
of your NetSuite account, under the topic “Auditing 
Master Data and Configuration Changes in NetSuite.”

Each customer should properly understand their 
risks, how they want to address it, how many controls 
they put in place and how they will monitor these 
controls. Customers must also understand their 
compliance obligations, and the requirements for 
each of these obligations. NetSuite is a tool designed 
to help customers meet their business needs, but it is 
up to customers to determine how they can best use 
NetSuite to do so.

There are myriad ways to implement 
controls within NetSuite, as it was 
designed to be customizable for 
each customer’s business needs. 
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